493

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.34, NO.3, Jun. 2024 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2024.34.3.493

dlebH X Kok A3E A% 3 7 AR} A5

,
R RiTRE-
'SAystm (o 3

Motion-Based User Authentication for Enhanced Metaverse Security*

Seonggyu Park,”" Gwonsang Ryu®
'Soongsil University (Graduate student), *Kongju National University (Professor)

0
12

2 el vehs 87 elalsl A4 A% A% FAldl dal S A vehak e 4Ee
AEHRIRE, w5 L wlEs Rofold FLa B 3 glonl, K5 AR A9 sk BT Horgol
FR8 BAZ 98T Ao 9T A 24 2w el 849 A9E $992 FEda BAae) )
g7] A9E Slaks AR e AGDeh o WS G4 dolHLE o gele] AgAE AFs] wiel
AGA BANAE BEF 5 olon], chek ABE ol Aelel $HYo] AHgA Al oA 711 F 5 9)
A B m o] AT WAl o tAY FYEo Rl 4 Fee BTU oleld AT dea
274 el Ae] 2k 45fs) AHgA AL el Wale] ale) Fag s1ole Ao w AleE),

ABSTRACT

This paper addresses the issue of continuous user authentication within the metaverse environment. Recently, the metaverse
plays a vital role in personal interaction, entertainment, education, and business, bringing forth significant security concerns.
Particularly, vulnerabilities related to user identity verification have emerged as a major issue. This research proposes a novel
method to verify identities by analyzing users’ character movements in the metaverse through a pose estimation model. This
method uses only video data for authentication, allowing flexibility in limited environments, and investigates how character
movements contribute to user identification through various experiments. Furthermore, it explores the potential for extending
this approach to other digital platforms. This research is expected to significantly contribute to enhancing security and
innovating user identity verification methods in the metaverse environment.
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Fig. 1. (Left): Beat Saber gameplay screen. (Right): Screen recorded from a third-person perspective for
posture extraction.
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